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DHCP

Dynamic Host Configuration Protocol




Past Topics

Overview of networking and
layered architecture

Wireshark packet sniffer and
Scapy packet manipulation

Wired LAN, Wireless LANSs,
VLANS

IPv4, IPv6 ARP, ICMP

Recap

Today’s Topics

Dynamic Host
Configuration Protocol
(DHCP)



Network Configuration

How does a host get its network interface
configured?
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IP address
Network mask
Default gateway
DNS servers



Network Configuration

Static assignment
72 Requires user involvement to set in OS

72 We configure hosts in the lab statically

It’s “educational!” (plus, to make each lab work, you
have to be very careful about what IP addresses you use)

#2 Datacenters might configure servers statically since they
rarely change addresses

Dynamic assignment

Requires no user involvement

Represents the bulk of hosts on the Internet

Bootstrap Protocol (BOOTP) — Early generation
Dynamic Host Configuration Protocol (DHCP) — Modern
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Dynamic Host Configuration Protocol

Goals of DHCP
2 Plug and play!

72 Allow host to dynamically obtain its IP address from
network server when it joins network

2 Allow host to renew its lease on in-use address

N

Allow reuse of addresses (if you disconnect your
host, someone else can use that address)



DHCP

DHCP is an application layer protocol running on
UDP

2 DHCP server: UDP port 67
2 DHCP client: UDP port 68

If a host does not have an IP address, then how
does it communicate with a DHCP server?

2 DHCP server may be in the same broadcast domain
(LAN) as the DHCP client

2 DHCP client can send link layer broadcast packets
# DHCP communications are never routed (LAN only)



Broadcasting in DHCP

Two IP addresses are common as source and destination
IP addresses of packets that carry DHCP messages
2 SourcelP:0.0.0.0

Used by the DHCP client before acquiring an IP address
A Destination IP: 255,255, 255,255

Used by the DHCP client and DHCP server, indicating a
local broadcast (within the LAN)

After acquiring an IP address, DHCP client can use the
valid IP address as the source address

2 DHCPv4: 32-bit IPv4 addresses
2 DHCPv6: 128-bit IPv6 addresses



Four stages to DHCP
1.

2
3.
4

Discover (new host only)
Offer (new host only)
Request

Acknowledge



Step 1 — DHCP Discover

“Discover DHCP servers on the network”
A SourcelP:0.0.0.0
DISCOVERY #A Destination IP: 255.255.255.255
2 Source port: 68
A Destination port: 67

client server

OFFER .
<« | = A DHCP message type: Discover
M
RE . ”
w_) (New host only) Host broadcasts “DHCP discover
e message to entire subnet
W # DHCP server either located on same subnet, or

router has been configured to intercept and
forward DHCP messages

v v 2 Router might be the DHCP server!




Step 2 — DHCP Offer

_ “DHCP server(s) offer client an IP assighment”
client server 7 Source IP: DHCP server IP

Destination IP: 255,255,255, 255

DISCOVERY Source port: 67

Destination port: 68
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DHCP message type: Offer

PECES

D

W

(New host only) DHCP server(s) responds directly to client
with “DHCP offer” message

7 Might get several offers from different DHCP servers

<«— 2w}

Message contains
2  IP address of DHCP server

7 Lease offer to the client: IP address, Subnet, Lease Duration




Step 3 - DHCP Request

“Host requests the best offer”
Source IP: 0.0.0.0

Destination IP: 255.255.255.255

client server P
DI 7
SCOVERY A Source port: 68
.
.

Destination port: 67
DHCP message type: Request

PECES

D

W

Host picks the DHCP offer it likes best

Host requests IP address with a “DHCP request” message

72  Message is broadcast across subnet. Why?
May have received multiple offers from multiple servers

<«— 2w}

Servers are reserving an |P address for you

Need to let all servers know, even the ones you didn’t accept
Y \ 4 (so they can return the address to the pool)




Step 4 — DHCP Ack

“DHCP server confirms accepted offer”
2 Source IP: DHCP server IP

D’SCOVERY # Destination IP: 255.255.255.255

2 Source port: 67

client server

OFFER —~ A Destination port: 68
«— (BD 2 DHCP message type: Acknowledgement
REQUEST
T l Only the server whose lease the client
ACKNOWLEDGE requested sends back a “DHCP Ack” message
LCKNOWLED=S

Re-confirms the lease and offers additional
information (default gateway, DNS servers,
\ 4 \ 4 etc...)




DHCP — More Than Just IP Address

DHCP can return more than just allocated IP
address on subnet

72 Address of gateway router for client

2 Name and IP address of DNS server(s)

2 Network mask (indicating network versus host
portion of address)

NTP server (network time)
LDAP server (address book)
SIP server (Voice-over-IP server)
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... and many many more possibilities!



DHCP Lease Time

The DHCP request, offer, and acknowledgement include a lease

time

A  Represents the amount of time a client can hold the given IP
address

? Lease time can be in the order of hours or days.

After half of the lease time has elapsed, DHCP client tries to
renew the lease by resending its DHCP request

?# DHCP request is sent to the previous (winning) DHCP server in
unicast form

If the DHCP server does not respond, DHCP client sends the DHCP
request message in broadcast form

If broadcast DHCP request fails (no response), the DHCP client
begins from scratch by broadcasting DHCP discover message



DHCP Relay

Design assumption of DHCP is that there is one DHCP
server in each broadcast domain (i.e. per LAN)

What if we want centralized DHCP servers in a corporate
environment?

? Single server or small cluster of servers

DHCP relay agent

72 Arelay agent is a software utility that is used on routers
to relay DHCP traffic

? Enables a DHCP client to contact a DHCP server residing
beyond the client’s broadcast domain



DHCP Header Format

OP Code (op) | Motre Pe | e oy~ | Hops (nops) Opcode: 1 for
Transaction ID (xid) DHCP Cllent
messages, 2 for
Seconds (sec) Flags (flags) DHCP server
Client IP Address (ciaddr) MmessSages
Your IP Address (yiaddr) HW type:
Server IP Address (siaddr) encoding the
Gateway IP Address (giaddr) prOtOCO| In Ilnk
layer
Client Hardware Address (chaddr) (16 bytes)
Server Name (sname) (64 bytes) HLen: |ength of
Boot File N 128 b link layer
| | oot File Name (bname) ( ytes) addresses
I\/l(?ngclgcic;o:)le Options (cptions) (up to 214 bytes)
|
0 16 32

Offset



DHCP Header Format

Hardware Type Hardware Address

(htype) Length (hlen) Hops (hops)

OP Code (op)

Transaction ID (xid)

Seconds (sec) Flags (flags)

Client IP Address (ciaddr)

Your IP Address (yiaddr)

Server |IP Address (siaddr)

Gateway IP Address (giaddr)

Client Hardware Address (chaddr) (16 bytes)

Server Name (sname) (64 bytes)

Boot File Name (bname) (128 bytes)

Magic Cookie Options (options) (up to 214 bytes)

(mcookie)
|

16
Offset

32

Hops: the
number of hops a
DHCP message
can travel

Transaction ID

2 Same for the
sequence of
discover, offer,
request and
acknowledgem
ent messages



DHCP Header Format

OP Code (op) Ha’?ﬁi’:;ype Hi‘%ﬁf@fg:’)ss Hops (hops) Secs: Number of
seconds from the
Transaction ID (xid) time the DHCP
Seconds (sec) Flags (flags) client has started
the process of
Client IP Address (ciaddr) acquiring IP address

Your IP Address (yiaddr)

Flags: 1 bit in use,
Server IP Address (siaddr) 15 bits are reserved

7 Broadcast bit
allows client to

Gateway IP Address (giaddr)

Client Hardware Address (chaddr) (16 bytes) request server

broadcast
Server Name (sname) (64 bytes) response to it
(because client
Magic Cookie . , unicast reply
(mcookie) Options (cptions) (up to 214 bytes) yet...)
|
0 16 32

Offset



DHCP Header Format

Hard T Hardware Address .
OP Code (op) “htype) | Length(nien) | Hops(nops) CIPAddr: Client
Transaction ID (xid) sets th|s to its
Seconds (sec) Flags (flags) valid address (if

Client IP Address (ciaddr)

it has any!)

Your IP Address (yiaddr) 2 Usedin lease

time
Gateway IP Address (giaddr) extension

Server |IP Address (siaddr)

Client Hardware Address (chaddr) (16 bytes)

Server Name (sname) (64 bytes)

Boot File Name (bname) (128 bytes)

Magic Cookie

(mcookie) Options (options) (up to 214 bytes)

|
0 16 32
Offset




DHCP Header Format

OP Code (op) | MENTTE e | e ey | Hos (nops) YIPAddr: Server
Transaction ID (xid) sets this to the
Seconds (sec) Flags (flags) assign ed IP
Client IP Address (ciaddr) address of the
Your IP Address (yiaddr) client

Server |IP Address (siaddr)

2 Usedin DHCP

Gateway IP Address (giaddr) offer and
Client Hardware Address (chaddr) (16 bytes) acknowled g
Server Name (sname) (64 bytes) ment

Boot File Name (bname) (128 bytes)

Magic Cookie
(mcookie)

Options (options) ( up to 214 bytes)
|

0 16 32

Offset




DHCP Header Format

Hardware Type Hardware Address .
orowet) [ " | Mmamiten | o | 7 Spadds e adaess
Transaction ID (xid) that the client is
supposed to contact in
Seconds (sec) Flags (flags) the next Step for IP

acquisition, lease

Client IP Address (ciaddr) extension. etc
, .

Your IP Address (yiaddr) ¥ Used by DHCP
server in DHCP
Server IP Address (siaddr) offer and

acknowledgement

Gateway IP Address (giaddr)

SIPAddr is not
necessarily the same
as the IP address of
the DHCP server who

Client Hardware Address (chaddr) (16 bytes)

Server Name (sname) (64 bytes)

Boot File Name (bname) (128 bytes) sends the message
Magic Cookie . )
(mcookie) Options (options) (up to 214 bytes)
|
0 16 32

Offset



DHCP Header Format

orcmen | PRI | RS | womo | 71 GIPA: The
Transaction ID (xid) address of the
Seconds (sec) Flags (f1ags) relay agent that
Client IP Address (ciaddr) is supposed to
Your IP Address (yiaddr) contact a DHCP
Server IP Address (siaddr) server in
Gateway IP Address (giaddr) another LAN
Client Hardware Address (chaddr) (16 bytes) 7 Set by the
Server Name (sname) (64 bytes) relay agent
Boot File Name (bname) (128 bytes)
""&S::'ggff:)'e Options (opt ions) ( up to 214 bytes)
0 1I6 32

Offset



DHCP Header Format

Hardware Type Hardware Address .
OF Code (op) (htype) Length (hlen) Hops (hops) CHWAddr: Link
Transaction ID (xid) layer address of
Seconds (sec) Flags (flags) the DHCP client
Client IP Address (ciaddr) ? Set by the
Your IP Address (yiaddr) client on DHCP
discover and
Server |P Address (siaddr)
request
Gateway IP Address (giaddr)
2 DHCP server
Client Hardware Address (chaddr) (16 bytes) uses thiS
Server Name (sname) (64 bytes) add ress to
Boot File Name (bname) (128 bytes) identify the
M(i]gcigcioio:)ie Options (options) ( up to 214 bytes) Cl lent
[
0 16 32

Offset



DHCP Header Format

oP Code (op) | "ITEIPE | Mlength toiemy | Hops (roee) SName: Server
Transaction ID (xid) puts its host
Seconds (sec) Flags (flags) name in this
Client IP Address (ciaddr) field
Your IP Address (yiaddr) 72 Usedin DHCP
Server IP Address (siaddr) offer and
Gateway IP Address (giaddr) acknowledge
Client Hardware Address (chaddr) (16 bytes) ment
Server Name (sname) (64 bytes)
Boot File Name (bname) (128 bytes)
""(1%23{010:)'9 Options (opt ions) (up to 214 bytes)
0 1I6 32

Offset



DHCP Header Format

oP Code (op) | "ITEIPE | Mlength toiemy | Hops (roee) Boot File:
Transaction ID (xid) Contains the fU”
Seconds (sec) Flags (2ags) directory path
Client IP Address (ciaddr) and file name of
Your IP Address (yiaddr) a boot file that
Server IP Address (siaddr) can be
Gateway IP Address (giaddr) downloaded by
Client Hardware Address (chaddr) (16 bytes) the client to
Server Name (snare) (64 bytes) complete its
Boot File Name (bname) (128 bytes) bootstra PP in g
'\"(:1532'2330:)'9 Options (opt ions) (up to 214 bytes) process
0 1I6 32

Offset



DHCP Header Format

OP Code (op) Harggr:eT)ype Hi%a:tr]e(ﬁclig:;ss Hops (hops) MCookig: Fixeql

value (distinguishes
newer DHCP from
Seconds (sec) Flags (flags) Older BOOTP
format)

Transaction ID (xid)

Client IP Address (ciaddr)

Options: a variable
size of additional
Server IP Address (siaddr) options that can be
communicated

Your IP Address (yiaddr)

Gateway IP Address (giaddr)

Client Hardware Address (chaddr) (16 bytes) Exam P les: DHCP
message type,
Server Name (sname) (64 bytes) subnet mask, boot
Boot File Name (bname) (128 bytes) file size, D_NS
YErS— servers, client host
(iggokioe)'e Options (options) ( up to 214 bytes) names, ...
|
0 16 32

Offset



Closing Thoughts

Recap Next Class
Today we discussed UDP
2 DHCP
2 DHCP Messages « .
A DHCP Header Format CIaSS ACtIVIty

CA.11 — DHCP & Wireshark

Due tonight at 11:59pm




