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XP Cyber Labs




Upcoming Assignments

Lab 6 — Post Exploitation: Due Feb 26t
Lab 7 — Password Testing: Due March 5%

Video Presentation Peer Reviews — 3 each

2 Canvas will auto-assign on March 2"
(look in the same assignment where you uploaded
the video)

72 Due March 9th



Bonus Resources

Bonus Resources on Class Website
Linux Post-Exploit Cheat Sheet
Windows Post-Exploit Cheat Sheet

Tools! More Tools! Yet More Tools!
(For enumeration, privilege escalation, “living off the land”, ...)




XP Cyber Labs

Real-world cybersecurity
challenges

72 Narrative scenarios

?2 Full business
environments (servers,
services, workstations,
networks)

No installation required
(web portal)

https://www.xpcyber.com/
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XP Cyber Labs

Open ended labs

?2 Given broad description of task to accomplish and
perhaps a few hints

72 Multiple paths can lead to final solution

72 You are expected to document your solution before
submitting
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Ricardo Cortes

This might be pretty bad, | was reading an article online today and it talked about how businesses are being hacked more frequently because of weak passwords. How sure are we that this won't happen to us?

[ §b]

Ashley Steele

™
L]
o

Workspaces

| know for sure that my password is strong, but | don't know about anyone else's.

Shawn O’Keefe

I'm in the same boat as Ashley. Perhaps @playerone could take this opportunity to get some penetration testing experience.

C

Ashley Steele

That's actually a great idea. Try performing a dictionary brute force attack on our Active Directory users. Perform a dictionary attack on all user logins except your own. Metasploit, Hydra, or Nmap probably have tools
for something like this. Remember, you're a Domain Admin. So, if you get into an account, log in to Domain-Controller and set that user's account to require a password reset on next login.

™
3
o
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A

Ricardo Cortes

I'll send out a notice saying that anyone who sees the reset screen needs to set their password to something more complex.

Ashley Steele

Good call, @rcortes.

o

Shawn O’Keefe

do you have a d wordlist that playerone should use for the dictionary attack?

D R o

o

Ashley Steele

Kali comes with a good password list. You should be able to find it in /usr/share/wordlists on Security-Desk. | think it's called rockyou, or something like that.

Ricardo Cortes

@playerone, that is the wordlist | want you to use. Be sure to only request password resets from accounts that you were able to brute force with that wordlist. There's no need to force users to change their passwords

o>

if they're already pretty secure.
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Lab 7

Environment: Pretty Safe Electronics
Challenge Title: Penetration Testing:
Bringing Passwords Up To Snuff

Access via https://range.xpcyber.com/

16



XP Cyber Labs

**Warning about scheduling™*

Labs are “available” for 1 week and reservations
are needed!

? Virtual machines are used by other students at other
universities — Can’t hold onto it

You reserve your own 48-hour access period
within that 1-week window

Reservations must be made the day prior
(midnight deadline)
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