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Spring 2025Computer Network Security

2



Penetration Testing – Next Steps

 More Exploits

 What specifically do you want to target?

 Specialize in exploits for that!
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Penetration Testing – Next Steps

 Target More Platforms?

 Windows? Mac?

 Mobile Devices? 
(Android? iOS?)

 IOT devices?

 ICS devices?

 Target Wireless Networks?

 Target Web Apps?

 SQL injection

 Cross-Site Scripting

 Target The Cloud?

 Microservices

 In-memory data stores

 Kubernetes applications

 Specifics for AWS

 Specifics for Azure
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Penetration Testing – Next Steps

 More Exploits

 Increasing Skills → Increasing Capabilities

 Level 1: Fully functional exploits in Metasploit

 Level 2: Proof of concept code at exploit-db.com, 
github, random links from Twitter, etc… 

 Level 3: Reverse engineer security patches to 
discover vulnerabilities (and write exploits) 

 Level 4: Discover your own vulnerabilities and write 
exploits
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iOS Zero-Click Radio Proximity Exploit
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https://www.youtube.com/watch?v=_sTw7GGoJ6g 

https://www.youtube.com/watch?v=_sTw7GGoJ6g


iOS Zero-Click Radio Proximity Exploit

 Discovered by Ian Beer (Research, Google Project Zero 
group)

 Had a lot of free time during COVID lockdown! ☺ 

 Buffer overflow bug in AWDL (Apple mesh networking 
protocol used for AirDrop over WiFi, etc..)

 Extremely detailed (30k word) description of how Ian 
went from nothing to a full proof of concept exploit

 https://googleprojectzero.blogspot.com/2020/12/an
-ios-zero-click-radio-proximity.html 
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https://googleprojectzero.blogspot.com/2020/12/an-ios-zero-click-radio-proximity.html
https://googleprojectzero.blogspot.com/2020/12/an-ios-zero-click-radio-proximity.html


Thomas Dullien – Love/Hate Offensive Work

 “Why I Love Offensive Work, 
Why I Don’t Love Offensive 
Work”, Thomas Dullien (aka 
“Halvar Flake”), Keynote Talk @ 
OffensiveCon20
 Security researcher with 20+ 

year background in offensive 
and defense techniques

 Winner of Pwnie Award, 2015
 Researcher at Google Project 

Zero (2016-2019)

 https://thomasdullien.github.io
/about/ 
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https://www.youtube.com/watch?v=8QRnOpjmneo 

https://thomasdullien.github.io/about/
https://thomasdullien.github.io/about/
https://www.youtube.com/watch?v=8QRnOpjmneo


Thomas Dullien – Love/Hate Offensive Work
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https://www.youtube.com/watch?v=8QRnOpjmneo 
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Thomas Dullien – Love/Hate Offensive Work
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https://www.youtube.com/watch?v=8QRnOpjmneo


Thomas Dullien – Love/Hate Offensive Work
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Thomas Dullien – Love/Hate Offensive Work
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Thomas Dullien – Love/Hate Offensive Work

Spring 2025Computer Network Security

13

https://www.youtube.com/watch?v=8QRnOpjmneo 

https://www.youtube.com/watch?v=8QRnOpjmneo


Thomas Dullien – Love/Hate Offensive Work
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Thomas Dullien – Love/Hate Offensive Work
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Thomas Dullien – Love/Hate Offensive Work
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Thomas Dullien – Love/Hate Offensive Work
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https://www.youtube.com/watch?v=8QRnOpjmneo


Penetration Testing – Next Steps

 Post-Exploit

 What specifically do you want to target?

 Specialize in understanding how to use that system 
after you gain access

 Once you have a shell, what do you do THEN?

 Windows? Mac? Android? iOS?  IOT? ICS?

 We barely talked about Windows - PowerShell Kung-
Fu?
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Fun Things

 Virtual hacking labs at a 
variety of skill levels

 150+ machines!

 100+ challenges!

 New labs introduced every 
week

 Capture The Flag (CTF) and 
Battleground challenges

 Free to get started

 ($14/month for VIP access)
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https://www.hackthebox.com/

https://www.hackthebox.com/


Fun Things

 Bash and PowerShell skills

 Windows and Linux memory 
forensics

 Web application challenges

 A "smart home" mobile application

 Insecure connected cameras

 Layer 2/DHCP attacks

 Injection attacks

 …
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https://www.sans.org/cyber-ranges/ 

https://www.sans.org/cyber-ranges/


Fun Things
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https://holidayhackchallenge.com/ 

https://holidayhackchallenge.com/
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