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Cryptography
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Will try to stay above the math as 
much as possible…
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Useful References on Class Website
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https://www.crypto101.io/

Has a video too!
https://www.youtube.com/watch?v=3rmCGsCYJF8

https://www.crypto101.io/
https://www.youtube.com/watch?v=3rmCGsCYJF8
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XOR
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⊕
Pi

ki
Ci

Pi ki Ci

0 0 0

0 1 1

1 0 1

1 1 0
Pi = Plaintext (bit i) Ci = Ciphertext (bit i)
Ki = Key (bit i)



Useful XOR Properties

ì Associative: Apply XOR in any order: 
a ⊕ ( b ⊕ c) = (a ⊕ b) ⊕ c

ì Commutative: Flip operands around:
a ⊕ b = b ⊕ a

ì Useful property for encryption:
a ⊕ b ⊕ a = a ⊕ a ⊕ b

= 0 ⊕ b
= b 
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One-Time Pad (OTP)
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Pencil and paper 
technique 

Dates back to 1882
(Frank Miller, 
designing for 
telegraph 
machines)



One-Time Pad (OTP)
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One-Time Pad (OTP)

ì Ciphertext provides no information about the original 
message (beyond length)

ì Thus, OTP has property of Perfect Secrecy J

ì Eve has no idea if Pi was 0 or 1 - Cannot be broken!

ì But, Perfect Secrecy property is only true if:   L
ì ….
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One-Time Pad Problems

ì One-Time Pad must be used only once!
ì Problem: Repeated use allows statistical comparisons – easy 

to break

ì One-Time Pad must be (cryptographically) random
ì Problem: Random number generation is hard/slow

ì One-Time Pad must be shared between parties
ì Problem: Sharing must occur in advance of communication, 

out of band?
ì Both parties must keep pad secret

ì One-Time Pad must equal length of plaintext
ì Problem: Length!
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Beyond the One-Time Pad

ì What do we use instead?   Ciphers!
ì Manageable key sizes  J
ì Methods to negotiate keys over the Internet with 

parties we’ve never communicated with before J
ì Systems are more complex and lack the theoretical 

Perfect Secrecy property of OTPs L
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