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Passwords



Password Lifecycle

Fall 2018Secure Software Systems

2

Create 
Password 

(user choice)

Store 
Password 
(with user 
identifier)

Use Password 
(user supplies 

for auth)

Change/Reset 
Password



ì
Password Creation
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Password Creation

ì Who creates passwords?

ì User: typically guessable passwords

ì System:  can produce hard-to-guess passwords 
(e.g., random ASCII character strings) 
ì But users can't remember them

ì Administrators: Same as above
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User Passwords

ì Top-10 Most Common 
Passwords of 2016
ì 123456
ì 123456789
ì qwerty
ì 12345678
ì 111111
ì 1234567890
ì 1234567
ì Password
ì 123123
ì 987654321

ì Users pick terrible passwords!
ì (duh)
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https://blog.keepersecurity.com/2017/01/13/most-common-passwords-of-2016-research-study/

https://blog.keepersecurity.com/2017/01/13/most-common-passwords-of-2016-research-study/


Password Strength

ì Strength = Resistance to Brute Force
ì High entropy = high resistance
ì If 2X guesses are required, entropy is X

ì Example: Password of length L from alphabet of N
characters
ì NL possible passwords
ì 2X = NL →    X = L log2 N

ì NIST recommendaIons (2006)
ì 14 bits minimum entropy, 30 bits beQer…
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Password Strength

ì Example: 8 character password, 26 character 
alphabet
ì Entropy = 8 log2 26 = 37 bits
ì So are we good?

ì Huge problem – real humans are not choosing 
uniformly random characters for their passwords
ì How about imposing some rules on passwords the 

users can select?
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Password Recipes
Attorney General of Texas, Child Support Division
http://portal.cs.oag.state.tx.us/OAGStaticContent/portal/login/help/listPasswordRules.htm

http://portal.cs.oag.state.tx.us/OAGStaticContent/portal/login/help/listPasswordRules.htm


Password Recipes

ì Will password rules help entropy?
ì Users are annoyed and choose weaker passwords L
ì Users pick easy to guess passwords that minimally 

comply with recipe L

ì Warning! The attackers know all of your clever 
password tricks, and program their brute force 
attempts to try these permutations!
ì Only an idiot attacker would brute force 

aaaaaaaaaaaaaaaa to zzzzzzzzzzzzzzzz
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Password Creation

ì What if the system adds some randomness at the 
beginning or end of the user password? (and user 
must remember it all)
ì Users choose weaker base passwords L

ì Password wallets / Password managers
ì Pro: Have truly random + unique passwords J
ì Con: Have to trust password manager L

ì Passphrases instead of passwords?
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“XKCDMethod”

ì Good analysis of XKCD method math for Tr0ub4dor&3
ì https://blog.agilebits.com/2011/08/10/better-master-

passwords-the-geek-edition/

ì Passphrase assumption: 

ì Get a dictionary of 211 easy to spell English words

ì Pick 4 of them at RANDOM
ì Hence, 244 combinations to brute force (44 bits of entropy)

ì Few days on a GPU via Hashcat? (for non-KDF hashes)

ì Is it as good as a truly random 30 character password? No. 
That would be 30 log2(26) = 141 bits of entropy. 

ì But it’s much much better than the password your mom 
usually picks
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https://blog.agilebits.com/2011/08/10/better-master-passwords-the-geek-edition/


Kerckhoff’s Principle

ì Simplified version by Claude Shannon
ì “The enemy knows the system”

ì Assume adversary knows everything about your 
password generation scheme (no secret methods!)

ì Only safety is via high entropy and many (many!) 
brute-force combinations
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ì
Password Storage
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Storage by Humans 

ì To keep iden**es independent, humans should 
have separate password for every iden*ty

ì But humans have scarce memory capacity

ì Humans instead
ì Reuse passwords across systems
ì Record passwords (physically, digitally)
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Storage by Machines

ì What are the best practices to store user 
passwords in your system?
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ì
Password Usage
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When Authentication Fails

ì Guiding principle: the system 
might be under attack, so don't 
make the attacker's job any 
easier 

ì Don't leak valid usernames
ì Prompt for username and 

password in parallel
ì Don't reveal which was bad 
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When Authentication Fails

ì Guiding principle: the system might be under 
attack, so don't make the attacker's job any easier 

ì Rate limit, and eventually disable 

ì Record failed attempts and review [audit]
ì Automate review by administrators?
ì Manually by user at next successful login? 
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Mutual Authentication

ì Before entering their password, the user ought to 
be authenticating the system itself: 
Mutual authentication

ì Mechanism - Visual secrets
ì User and system share a secret image

ì User enters username, system retrieves and displays 
image

ì User authenticates image before entering password 
ì Makes phishing attacks harder but not impossible: if 

users can't or won't discern who is on the other side, 
man-in-the-middle attack will succeed anyway 
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Login Spoofing

ì What prevents a malicious program that can write 
to the entire screen from producing a pixel-perfect 
replica of a login prompt and capturing user 
credentials?

ì Secure attention key / sequence
ì Traps directly to OS (bypassing applications) 

ì Ctrl+Alt+Del in Windows
ì Alt+SysRq+K in Linux

ì Mutual authentication – Confidence that password 
prompt is legitimate
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h"ps://krausefx.com/blog/ios-privacy-stealpassword-easily-get-
the-users-apple-id-password-just-by-asking

Login 
Spoofing

https://krausefx.com/blog/ios-privacy-stealpassword-easily-get-the-users-apple-id-password-just-by-asking
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https://krausefx.com/blog/ios-privacy-stealpassword-easily-get-
the-users-apple-id-password-just-by-asking

Login 
Spoofing

https://krausefx.com/blog/ios-privacy-stealpassword-easily-get-the-users-apple-id-password-just-by-asking


ì
Password Change/Recovery
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Password Change

ì Motivated by... 
ì User forgets password

ì Just recover password?
ì System forces password expiration 

(e.g. 6 month interval)
ì Good idea or bad idea?
ì When users change passwords, they change them 

predictably (Passw@rd01, Passw@rd02, …)
ì Foreknowledge of password expiration motivates 

users to choose weaker passwords
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Password Change

ì Mo#vated by…
ì Administrator forces password change

ì Intrusion or weak password detected?
ì A+acker learns password

ì Social engineering: decei>ul techniques to manipulate 
a person into disclosing informa#on

ì Online guessing: aBacker uses authen#ca#on 
interface to guess passwords

ì Offline guessing: aBacker acquires password database 
for system and aBempts to crack it
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Password Reset Mechanisms

ì Tend to be more vulnerable than the rest of the 
authen2ca2on system 
ì Not designed or tested as well
ì Have to solve the authen2ca2on problem without 

the benefit of a password!

ì Two common mechanisms
ì Security ques2ons
ì Emailed passwords 
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Security Questions

ì Something you know: attributes of identity 
established at enrollment 

ì Pro: you are unlikely to forget answers 
ì Assumes attacker is unlikely to be able to answer 

questions 

ì Cons:
ì Might not resist targeted attacks 
ì Same answers re-used in many systems 

(one data breach risks logins at other sites)
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Emailed Password

ì New temporary password valid for single use only

ì Something you know: emailed password 

ì Assumes: attacker is unlikely to have compromised 
your email account 

ì Assumes: email service correctly authenticates you 

ì Something you <?>: how did you authenticate to 
your email system? 
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Later in this unit: Discuss how Google Advanced 
Protection Program attempts to address these problems…


