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Software Engineering

Classic Waterfall Model

[ DESign - Software Architecture

— Software Implementation

[ Implementation

Verification

$

Maintenance



Software Reverse Engineering

l De Sign \ - Software Architecture

l |mp|ementation J —> Software Implementation




Software Reverse Engineering

Binary | ‘
Code E

0100110011..

Specifications
+ e Algorithms?
» Design/Architecture?
* File I/O formats?
* Network protocols?
* Usage Instructions?

* Any available public
documentation?

* Any available source code?
(even if incomplete)



Why Reverse Engineer Software?

Produce a competing product

Phoenix Technologies Ltd

A Reverse engineered IBM PC BIOS in 1980’s and sold IBM-compatible
BIOS to PC clone manufacturers

“Clean Room Design” method
72  Avoids copyright law (but not patent law)
The original IBM implementation was copyrighted — can’t copy!
72 Team A examines original software and writes detailed specification
72 Lawyers review specification — any copyrighted material present?

2 Team B implements new software based only on specification (they
never saw original software)



Why Reverse Engineer Software?

71 Provide interoperability with existing systems

2 Network protocols, file types, operating systems,
databases, ...

7 Samba

2 Compatible with Microsoft Windows
Open source (Linux, BSD, Mac OS, ...)
SMB/CIFS file sharing protocol

Windows Server Domain Controller or member

SAMBA

Software Reverse Engineering Spring 2022
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Why Reverse Engineer Software?

Provide interoperability with existing systems

2 Network protocols, file types, operating systems,
databases, ...

WINE project
S 2 Windows API

ReactOS
72 Windows API and ABI (Application Binary Interface)

™ LibreOffice OpenOffice / LibreOffice

? Microsoft Office (and many other) file types



Why Reverse Engineer Software?

Customization of embedded systems

? Replace stock firmware with enhanced firmware
Car engines, WiFi routers, etc...

Generate documentation for orphan code (and possible code
modifications, e.g. Y2K)

#” Consultant wrote app for your company 20 years ago but has
gone out of business?

A Documentation was lost / never produced in first place?
? Business app was written 3 corporate reorganizations ago?

Removal of copy protection

Removal of gameplay restrictions



Why Reverse Engineer Software?

d?

Cybersecurity



Motivating Question for Class
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What do you, as a security
professional, need to know to answer

two questions about a new binary?

7 Is this binary malicious?
2 Ifitis malicious, what does it do?

Same skillset needed as reverse
engineering for other purposes




https://zeltser.com/

Lenny Zeltser

CISO at Axonius

?” Cybersecurity Asset
Management

Developer of REMnux

7 Linux distro for
reverse
engineering and
analyzing malware

https://remnux.org/
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Reverse Engineering for Security

What can be learned by examining malicious software?

?” Does the program pose a threat to your organization?

72 What are its capabilities?

2 How can the program be detected across enterprise
systems? (Servers, desktops, middleware/network boxes)

7 What would data exfiltration (if purpose) look like on our
network monitoring infrastructure?

Can we see if data was taken? Can we see what data was taken?
(huge difference in HIPPA or PCI fines and penalties!)

? Does the program reveal anything about your adversaries?
Are they targeting you specifically?
What are their capabilities?
Origins of code? (Did they develop it?)
Similarities to earlier malicious programs?




Malware Analysis Report

What to include in an Analysis Report for your boss?
?2 Capabilities
7 Identification (nhame, size, hashes, ...)
?2 Characteristics
Infection, exfiltration, anti-analysis, ...
Dependencies for operation
Behavioral and code analysis
Tables and Figures (lots!)
Indicators of Compromise (I0C) for NOC

https://zeltser.com/malware-analysis-report/
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Sounds great, so let’s dive
into the assembly code!
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IDAViewa | N Names exView| T Types | 8 Liraries | 5 Segmentation| i Structures %) Notepad | Uy Callers and Calles | 5] Problems | .
JSII=TB3 || [ TNames window | -0l x| == S| &[xE%]+ F@OE@IN = —ioix|
.text:373768E3 - — . mov. edi, e B 0000 ; Ins/Del : create/delete structure -
.text:373768E3 loc_373768E3: ; CODE XREF: sub_3737681C+B31j H Na&:wdm /;:::;;AB E Length Type [ Sting al| | essoae 2l ""32“”‘5’"’“‘ 0000 ; p/g/* . create structure member (data :I
-text:373768E3 ea eax, [esps420h+Nunber0fBytesiritten] | DiMabns) b, 0000000C € Working Set e oot Tonananme 0800 ; : rename structure or structure
.text:373768E7 push ebx ; 1lpOverlapped F memset . 7377438 0000000C C % User Time 0000 ; : delete structure member
.text:373768E8 ush eax ; 1pNumber0fBytesWritten 00000012 e % Privileged Ti 0000 ; [“05“““1“ BYTES. COLLAPSED STRUCT _SYST
.text:373768E9 ';ush offset al'limeuersinn':_o ; “HIMbVersion: 1.8\r\nContent-Typ FS:TW g;g;;ﬁf i e ‘ ‘ L 0000 ; [00000094 BYTES. COLLAPSED STRUCT _OSUE
.text:373768EE call strlen Sien 00000008 C  Process 0000 ;
.text:373768F3 pop ecx F memepy 37377448 r 1 0000
_text:373768F4 push  eax 3 nhunber0FBytesTourite F stcat 37377450 ) Eﬁﬁm; g :ﬁ;ff:mmm\wmmnmme e leo 0000 _PROCESS_INFORMATION struc ; (sizeof=0x10
.text:373768F5 push offset aMineVersion1_® ; lpBuffer [Recent s B F stemp . 37377456, 0000 ;
et orsraart A CpamiLitevn D a7 e i E S0 moress a0t ‘
B B ds:CloseHandle ¥
.text:37376904 ush esp+426h+hObject] ; hObject - 1 F _init W eb. ileNanef. = 0008 duwProcessld dd ?
.text:37376908 ':all 55 ﬁlnseuanﬂlg ! ] 1 r«:m :"I“v K _I @\l@\l*,{lﬂml.¢.| ,—© O 5| _' L‘ 000C dwThreadld dd ?
.text:3737690E lea e notepad o) x| 1 RegQueralueh [73.17% [(-210,-304)  [10 nodes, 33 edge segments, 0 crossings. 7 AA1A  PRACFSS TNFNRMATINN ends
-text:37376912 push mda code. Be careful and use the information for good! = 1 RegSetValueExd i =10/x|
.text:37376913 push 1 RegErunivalued D6 EB 5F 8D 44 24 14 53-50 68 6C 91 37 37 E8 51 “re_HD$YSPhBC77 4l
.text:37376914 call quires more attention!!! _! 1 RegClosekey 0B 00 00 59 50 68 OC 91-37 37 FF 74 24 20 FF 15 "B..YPhBC77 t§
-text:37376919 pop ecx | Laf | T RegCreateKeyEst 64 80 37 37 FF 74 24 10-FF 15 60 80 37 37 8D 44 "dA77 t$h § A77
.text:3737691A lea eax, [esp+iZ ¥ Pop up the notepad when the database is opened Close l Re Ehun\KeyE)d& 24 20 56 50 E8 63 E9 FF-FF 59 8D 44 24 24 59 50 "$ UPmcuy YHD$S
.text:3737691E pop ecx i FF 15 10 81 37 37 53 55-6A 04 53 53 68 00 00 00 " §H677SUjBSSh.
.text:3737691F push eax ; 1pFileName f 40 56 FF D7 8B F8 83 FF-FF 75 OB 56 FF 15 18 81 "@U +1°T uky
-text:37376920 call ds:DeleteFilen = ‘7" =2 File. Description 37 37 33 CO EB 34 6A 02-53 53 57 FF 15 68 80 37 "773Lu4jhSSW §2
.text:37376926 push H hTEmplxtEFilE T vebwin Visual C++ vB <windows.h> 37 8D 44 24 14 53 BE E0-93 37 37 50 56 89 5C 24 "7HD$1S pu77Pllﬂ
.text:37376927 push ebp ; dwFlagsAndAttributes Address. Caller 20 E8 DE 0 00 00 59 50-56 57 FF 15 64 80 “ ujh..YPUU §|1R
-text:37376928 push ; duCreationDisposition W I7ITEFT DiMainess 57 FF 15 60 80 37 37 6A-01 58 5F SE 5D 5B - § A77IRR_C ][
-text:3737692a push ebx ; lpSecurityAttributes 10 64 00 00 C3 81 EC 44-01 00 80 53 55 56 +6bDh. .SUV
_text:37376928 push ; duSharettode " —:‘ Microsoft Visul @0 04 00 00 57 6 08 FF-35 14 AD 37 37 FF Wjb 5qu77 |
.text:3737692C push 46000006h ; dubDesiredfccess AC 37 37 8B FO 85 F6 OF-84 BD 00 00 00 BD 71[|EE§ﬂﬂ- |
-text:37376931 push esi ; 1pFileName ‘83.33% |(-267,-400) (35 nodes, 104 edge segments, 11 crossings A 87 37 57 55 56 FF 15 30-81 37 37 56 E8 AD 77wV §HE77UMN
.text:37376932 call  edi ; CreateFiled " AR — FF 55 ES 7D 6A 88 88 8B-1D 54 81 37 37 8B * Uuyh. IRTB7701
_text:37376934 nov edi, eax dtad7.. 00000F € "E‘“Zﬂ“*"‘2“\“‘"‘“‘““"2? - .08 51 68 BC A3 37 37 56-FF D3 83 C4 20 8D “LQh-r77V LT~ H
.text:37376936 cmp edi, OFFFFFFFFh « | 3 ’7 37371000 14 50 56 FF 15 84 80 37-37 83 F8 FF 89 44 “qPU §OA77T° W
~text:37376939 jnz short loc_37376946 y¥E— s ] e 196 oF 315 2 1= ideta 737000 3737eties 75 11 56 6A 88 FF 35 14-AD 37 37 FF 15 D@ “ubVj. Squ77 §)
[ B A Be s o T o et v e o m m e prrs
-text 37376942 i 1 ! ::;:g;g;gggi Z}} ji’gzﬁ,{mmﬂ Address Type Instruction < t ES 1F 6A 00 60 8B CF 2B-C8 8D 44 24 60 51 “uKh. A1} +LHDS Q
.text:37376942 loc_37376942: ; CODE XREF: sub_3737681C+c51] \eR7370868  cal deBegiUpdateResourced \eR 37378 BADSTACK reln | FF D3 83 C4 2C 56 FF 15-10 81 37 37 8D 44 Lr-,U §B677HD
-text:37376942 xor  eax, ea " I737688C  cal dsUpdateResourcs \ex 37372EA1 BADSTACK reln Geadfa 5O FF 74 24 14 FF 15 80-80 37 37 85 CO 75 P t$q §AA77EL
.text: 37376944 jmp short lnt 37376978 text:37376897 call ds:EndUpdateResourced text:37373603 BADSTACK  retn — 50 FF 35 14 AD 37 37 FF-15 DO AC 37 37 FF "P 54qu77 §'M77
.text:37376946 ; - [ Z}} gsd;EeE‘ITeate?\\eA 13 text-3737491F RANSTACK  rain | 18 FF 15 7C 80 37 37 6A-01 58 5F 5E 5D 5B 81 C4 "B §|A77jBX_’ ][ =
| v]|) tex 37376808 call_esi: DeleteFier |l - d — 5
A 37376930: sub_3737681C+114 4
[Command "umpEnter” failed =
o e ng o CAGE-LENSITTVELY for binary string ...
Search taited
Commang *umpBinaryText” failed
Searching down CASE-INSENSITIVELY for binary string nimda.
Search Fﬁﬂed
o
(AU ide [Down [Disk: 54GB [0000693C  [3737693C: sub_3737681C+120
[ 1DA View-A _[8]x] I — (8]
Al * _text:004087B04 add al, BBEh ; switch 54 cases Al
i * .text:00407B06 movsx eax, al
* .text:00407B09 cmp eax, 35h
’ ja loc_407C8C ; default
= jmp dword ptr ds:jump_table[eax=4] ; switch jump
text:00407B19 align 4
text:004067B1C jump_table: ; DATA XREF: sub_4879C8+152T¢
k2 84087B1C dd offset loc_407C04, offset loc_u487C8C, offset loc_407C8C
eax+6ch], 8467B1C dd offset loc_407C14, offset loc_u4B7C8C, offset loc_u4687C28
.text: ca sub_» - ext: offset loc , offset loc , offset loc
text:064082D1E 11 b_! "“—' text:00467B1C dd offset loc_467C8C ffset loc_407C8C ffset loc_407C8C
_text:08402D23 push  ebx g [ 3] text:BB407B1C dd offset loc_407C2C, offset loc_407C8C, offset loc_467C38
.text:00402D24 call sub_! s Offset delta: Opti text:00407B1C dd offset loc_487C8C, offset loc_407C8C, offset loc_487C44
.text: a esp, L ) ) X offset loc , offset loc , offset loc
text:00402D29 add p Gl bl pon 0407B1C dd offset loc_487C8C, offset loc_407C8C, offset loc_487C8C
.text:B88462D2C push  eax | Ol [V Hide sub structures without sub unions [ Force zero offset field 8467B1C dd offset loc_487C58, offset loc_487C8C, offset loc_487C8C
.text:00402D2D push text:00407B1C dd offset loc_407C8C, offset loc_u487C8C, offset loc_407C6C
.text:008482D31 call sub_ 1 Structures and Urions | Offsets [ text:004087B1C dd offset loc_487C78, offset loc_487C8C, offset loc_487C8C
.text:00402D36 pop ecx W [8) WINDOWPLACEMENT ||| Operand [ Value | Name | text:00407B1C dd offset loc_407C8C, offset loc_407C8C, offset loc_487C8C
.text:00402D37 push eax \/@ ‘WNDCLASSA dword ptr [eax] 0 Y FILETIME.dwLowDateTime 8487B1C dd offset loc_487C8C, offset loc_u4B87C8C, offset case OF
.text:004082D38 push offs( Y [& _MEMORYSTATUS dword p [eau+d] 4 ' FILETIME.dwHighDateTime 8467B1C dd offset loc_487CBO, offset loc_u487C8C, offset loc_487C8C
.text:00402D3D push offs( V[ _PROCESS_INFORMAT dword ptr [eax+8] 8 S size FILETIME text:00467B1C dd offset loc_487C8C, offset loc_u87C28, offset loc_487C8C _
.text:08402D42 call sub_i| \/[@ _STARTUPINFOA - d" ol S R E DT text:80407B1C dd offset loc_487C8C, offset loc_487C8C, offset loc_487C2C
.text:00402D47 po ecx 2 word pli [eax+0Ch] A .dwHighDateTime... text:00407B1C dd offset loc_467C8C, offset loc_467C38, offset loc_4B87C8C
pop Y [ _SYSTEMTIME L =
.text:00402D48 push eax ; [eax+34h] 34h 0407B1C dd offset loc_487C8C, offset loc lum:sc, offset loc_407CS8C
V[A _WIN32_FIND_DATAA S =
.text:00402D49 push 32h YR TSECURITY ATTRIBUT [eax+34h] 34h 2 0407B1C dd offset loc_u87C8C, offset loc_487C8C, offset loc_467C50
.text:004082D4B push 74h X B ILET - [eax+34h] 34h .text:00467B1C dd offset loc_487C8C, offset loc_u487C8C, offset loc_407C5C
-text:00402D4D push offs(| | m PamT B L T
.text:08402D R T e e S S S _text:08407BF4
.text:08402D g9a08000 case 9E: ; CODE XREF: sub_4879C8+1521j
.text:0868462D99A00B00 FILETIME struc ; (sizeof=06X8, standard type) ; DATA XREF: sub_4679C0:jump_table
-text:00402D 9pp0BOO0 dulLowDateTime dd ? > _text:00407BF4 add esp, OFFFFFFF8h ; case -Ox9E
-text:00402D gp00OOL duHighDateTime dd ? * .text:00407BF7 lea eax, [ebp+nun]
.text:00402D gppee0N8 FILETIME ends * .text:00407BFA push 286h
-text:00402D 2 jmp short termination
.text:00402D3F add esp, LS| Cancel | FE [ | EeREIBBMBZBFF oo
.text:00402D6E push eax *|.text:008407C061 align 4

.text:004082D6F push offset sub_u4847C1

<

.text:00407C04

«
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Fully automated analysis }

Static properties analysis }

Interactive behavior analysis

Manual code reversing }
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Fully Automated Analysis

Try this first, but don’t get your hopes up!

2 The more sophisticated the malware, the more
resistant it will be to generic automated tools

Automated sandbox tools
72 Hybrid Analysis
2 Cuckoo Sandbox



Static Properties Analysis

The program is not running — just inspect binary file on disk

Triage step — Is this file even malware? |s there anything interesting
about it to warrant further investigation?

72  Always more unknown binaries than engineer time available to analyze them

2  Arethere suspicious strings? Or a total lack of un-obfuscated strings?

?  Are there suspicious libraries? Or a total lack of un-obfuscated libraries?

?  Are there suspicious API calls? Or a total lack (??) of un-obfuscated API calls?
Tools

A PpEStudio VERY VERY VERY
7 Detect It Easy

7 pescanner.py

7 strings




Interactive Behavior Analysis

Binary file looks suspicious, but we have a lot of unanswered questions!

7 You could dive into the assembly code, but some important questions might be
answerable via an easier method

? Time to run it (safely!) and see what it does

Carefully observe

7 API calls made (user and kernel space)

7 Filesystem accessed (read/write)

7 Registry accessed (read/write) — Windows-only
7 Network communication

PROBING'QUESTIONS

Tools - #
7 Process Hacker ‘
7 RegShot .
?  Wireshark (+ other tools, e.g. fakedns) 4
7 APl Monitor

JUSTASK O >%’E MIIHE




Manual Code Reversing
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Course Overview




Websites

Main website

e https://cyberlab.pacific.edu/

Canvas CMS (gradebook, labs, ...)
\_ J

e http://canvas.pacific.edu



https://cyberlab.pacific.edu/
http://canvas.pacific.edu

Textbook

No official textbook

May require technical paper readings prior to class
lectures/discussion

2 Will announce in advance



Courseware Version 0.13

Only 15 weeks in a semester

29 classes, including today

? The clock is ticking now!

What to cover?




Windows malware

7

N N N

Not focusing on Linux
Not focusing on OS X
Not focusing on mobile

Different tools and different
critical APIs, but identical
skills and thought process

Document file malware

Web (JavaScript) malware

Class Topics

Tools
2 More Tools...
2 Yet More Tools....

2 Tool A doesn’t work with
Malware Z? Try Tool B....

x86, x86-64 assembly code

Anti-RE and obfuscation
techniques

Communication protocol
recovery



Course Components

50% - Labs
? Begin in-class, finish at home

72 Hands-on experience using analysis tools and
working with real malware

25% - Lab Practical Exams (2)

2 Demonstrate that you learned something in the
labs!



Course Components

25% - Projects (Malware analysis)

A Here’s a binary that the IT intern pulled off
our Exchange server. | need an analysis
report on my desk by 5pm Friday...

2 Will start early in the semester and
expand reports as our skills develop

Software Reverse Engineering



34

Malware Analysis Basics — Automated Tools




Questions?

Questions?

Concerns?



